CDX¥ & Z Bl R <X BARDP, VNC,
SSHEEFH

Héx
o COXFAZERMIITERRARDP, VNC, SSHiR/EFH
o BH$%

[e]

Windows 104 B iz Vi £ [ 4% (Remote Desktop Protocol, RDP)
« BB BERAwWindowsER i E
 BER2: FTBA ARG E
» BRI NEIMABIEE "RIgEH
» BERA NG TRUBRImSEME ) KIETEBIRR
» BERS: MERTHEEE E B RRED 7T AR Vi 2 H E ARG E

Linux & B VNC R7&(CentOS7)
» BERT: RRVNCHRTS
= BER2: SREVNCEREMVNCEAR TS
= BER3: REVNCHRH

= DERA: RRENARTS KRR E B RREN

n HERS: SRRk Y

o

Linux T2 & B VNC fR# (Ubuntu 20.04)
= SRR RRVNCHRH
= BER2: BREVNCEREMNVNCEAR TS
= BER3: SREVNCHRTS
= SERA: RUENARTS RS E BN RN EN
= HERS: SRER A A

o

[o]

Linux &3 & B SSH AR#%
SERAIRAR
= Windows 10

[}

= Linux

Windows 105 AR g £ HE4R(Remote Desktop Protocol,
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RDP)
Windows &A# i iR in R HEARDNEE , N HEHERILE , T BEREREAN , B173TRIRIET

HER1: BARtwindowss%

FEEMATAIRE "BR. -> TERE.

-
-

3D Viewer Microsoft 365...

7-Zip

Ealenkator Microsoft Edge  Photos Microsoft To...
Calendar BE

" Camera Play your

: ' favorite music o N\
Clock for free. %I-‘ENE P +

Microsoft Store | Spofify =]

Cortana

- e
~  Disney+ > n

Movies & TV Solitaire & Ca...

Feedback Hub

Firefox

FortiClient VPN

H8R2: FTRARGRE
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BE -

Ex ol

=E D EF

BT - 0EE - BN SRR Android - iPhone

g%&éﬁ

TR B BA 'R

@ B @ AL = EAEsR
Wi-Fi - FgES - VPN HE - #EEE - 8% = Ehes - BiE- £
R L= ., BmesEs @ S
ENES  BIEE - F50 AF 5s.owE. BB *box Game Bar - #H7 - ¥
= I RE st

&= ﬁ E =
BRBAWE MR e - A T8

o)

(ly BREm

ot BB - BUKE - B¥t

YN EeERe
R~/ Windows Update - €% - B

o B3 NEMAERE NEEEMm
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ERAE
@D
ERAGRE

Windows HD Color

EZE HDR MER - EETERELD  ESZEENE=E -
Windows HD Color 227

e AR E R E

2ENT  BAESSMESA)
| 125% ~

ERRENERE

PTERRITE
| 1920 x 1080 |

BramE

ZalEE R 28

o HER4: 1§ TRUREREE . ARTABRRK
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== ALl

EihRH

ZRSEVECERRREEAFRERRER (@AR Windows -
Android - i0S Fl macOS) » #EIREBBGEISHSRWALIES - 52
& EROLRS—AREIF IRESEEREE - TF—# -

RFAEASE

@@ m
ERARR EFE . REREREL
[ sawepoes r25s  REERRELEES ——

[ sansstesaeh A 8K LHEE  WERBER BRRE
ZEEBES

p RS

Y0013 4R =5 I B A

ERLEEEE  $EREEES
E73E

EHBREE LRARREEAERIE?

ERAERE

ERTLItaRTIIL SR ERE

kB MAEHIRA
REERSE

@ WiEnE
L RUERER

Linux L85 BB VNC BRIE(CentOS7)
« SBR1L: REVNCRES

| REBBBHBU root FHBIT |

REHTATUERBRTOEREK

rpm -ga |grep tigervnc-server

a* Applications  Places  Terminal

Sun01:30 ) O

btuser@localhost:~

File Edit View Search Terminal Help

[btuser@localhost ~]$ rpm -ga | grep tigervnc-server
tigervnc-server-minimal-1.8.0-13.el7.x86_64
[btuser@localhost ~]$

NETHY BRRBHARR
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REREminimallil , FIEEREFHMRETERY , MRERETERNTBIBRELR

Rt

sudo yum install tigervnc-server

a* Applications Places  Terminal Sun0L:25 W) O

btuser@localhost:~ - @8 X

File Edit View Search Terminal Help

[btuser@localhost ~]$ sudo yum install tigervnc-server
[sudo] password for btuser:

BAYBERR
»* Applications Places  Terminal Sun0L:25 o) O
btuser@localhost:~ - B X
File Edit View Search Terminal Help
extras | 2.9 kB 00:00:00
updates | 2.9 kB 00:00:00
(1/4): base/7/x86 64/group gz | 153 kB 00:00:00
(2/4): extras/7/x86 64/primary db | 249 kB 00:00:00
(3/4): base/7/x86 64/primary db | 6.1 MB 00:00:02
(4/4): updates/7/x86 64/primary db | 21 MB 00:00:02

JResolving Dependencies

--> Running transaction check

---> Package tigervnc-server.x86 64 0:1.8.0-25.el7 9 will be installed
--> Finished Dependency Resolution

JDependencies Resolved

Package Arch Version Repository Size
Installing:
tigervnc-server x86 64 1.8.0-25.el7 9 updates 212 k

Transaction Summary

Install 1 Package

Total download size: 212 k
Installed size: 498 k
Is this ok [y/d/N]: yjj

I] B btuser@localhost:~ 1/4

o NEZHY ERRMHRER
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BRTRFE , RAHRNERIRETR

Transaction Summary

a* Applications Places  Terminal Sun01:35 W) O
btuser@localhost:~ - 8 X

File Edit View Search Terminal Help

Installing:

tigervnc-server x86 64 1.8.0-25.el7_ 9 updates 212 k

Install 1 Package

Total download size: 212 k

Installed size: 498 k

Is this ok [y/d/N]: y

Downloading packages:
tigervnc-server-1.8.0-25.el7_9.x86 _64.rpm
Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Warning: RPMDB altered outside of yum.

| 212 kB 00:00:00

BER—TRERBIEFIRE , FHIRRIRIRENRA A

rpm -dgal|grep tigervnc-server

e NETHY BRREFRE

NCHE ) B EEAR A E R
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Installing : tigervnc-server-1.8.0-25.el7 9.x86 64 1/1
Verifying : tigervnc-server-1.8.0-25.el7 9.x86 64 1/1
Installed:
tigervnc-server.x86 64 0:1.8.0-25.el7 9
Complete!
[btuser@localhost ~]$%
I btuser@localhost:~ 174




btuser@!localhost:~ - o x

File Edit View Search Terminal Help
[btuser@localhost ~]$ rpm -ga|grep tigervnc-server
tigervnc-server-1.8.0-25.el7 9.x86 64
tigervnc-server-minimal-1.8.0-13.el7.x86_ 64
[btuser@localhost ~1$ |}

o HBR2: SEVNCHEAHERVNCHELARELS
BEVNCHS

vncpasswd

[btuser@localhost ~]% vncpasswd

Password:

Verify:

Would you like to enter a view-only password (y/n)? n
A view-only password is not used

[btuser@localhost ~1%

Password: B \ FE— 15

Verify: R—EES@MASE X
Would you like to enter a view-only password (y/n)? FEs &AM E R e 2EEZI—4HR

REBLEMVNCESS , Ed8 A n BIFT

o HER3: FEVNCIRIE
VNCHREEIEZE /lib/systemd/system JE TR vncserver@.service EEIER , VNCTEER
WA RsystemctIZRHN R , FBIRMTUER AR ERIIARKEET , ERZERMTLL
A% B REN VN C AR %5

NETHY BRRBHRR
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cp /lib/systemd/system/vncserverQ.service

/etc/systemd/system/vncserver@:1.service

1 RINEE RIS EILAEPort 5901

AESEENNE | EEEVNCEANERE (B Tab @ , TTURSKITHT)

sudo vim /etc/systemd/system/vncserver@\:1.service

«* Applications Flaces  Terminal

File Edit View Search Terminal Help
[btuser@localhost ~]$ sudo vim /etc/systemd/system/vncserver@y:1l.service I

FTRBEREIREIE101T BESHMF R , IBREM <USER> MBRRMERENERE , U
FHIFRER  BERE—MRERE  FERE
E3AT:

[Unit]

Description=Remote desktop service (VNC)

After=syslog.target network.target

[Service]

Type=simple

ExecStartPre=/bin/sh -c '/us/bin/vncserver -kill %i > dev/null 2>&1 || :'
10 ExecStart=/usr/bin/vncserver wrapper <USER> %i
11 Execstop=/bin/sh -c '/usr/bin/vncserver -kall %i > /dev/null 2>&1 || :'

12

13 [Install]

14 WantedBy=multi-user.target
B¥&:

o NETHY ERRBHRER
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1 [Unit]
2 Description=Remote desktop service (VNC)

After=syslog.target network.target

[Service]

6 Type=simple

8 ExecStartPre=/bin/sh -c '/us/bin/vncserver -kill %i > dev/null 2>&1 || :'
9 ExecStart=/usr/bin/vncserver wrapper btuser $i
10 Execstop=/bin/sh -c '/usr/bin/vncserver -kall %i > /dev/null 2>&l1 || :'

12 [Install]
13 WantedBy=multi-user.target

BYTREBET
{E FAroot#EfRE FHSystemctl

sudo systemctl daemon-reload

- BR4: RRENIRHS B R E B AR EN
BB

sudo systemctl start vncserver@:1.service

AR 2 BRI EN

sudo systemctl enable vncserver@:1.service

- HERS5: BRE B A
WMREERfirewalldi T ASE LI THES:

sudo firewall-cmd --permanent --add-service="vnc-server" --zone="public"

WREE FiptablesiATAZEDATTE4:

sudo iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 5901 -3
ACCEPT

B JOER E AR IB B BIRIEFAE | U LIESMEAMITPOrt 5901A] #5MR AR

e NETHY BRREFRE
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Linux REERA VNC R#(Ubuntu 20.04)
HER1: REVNCHRE

| REREFRISEHL root SHBIT |

EHEHENR:

sudo apt update

W\ SR AR

M~ cdxuser@cdxuser: ~/Desktop

- $ sudo apt update
[sudo] password for cdxuser:

A7AY BRRBHER
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BT EHRBHEZMEER-TR

ol cdxuser@cdxuser: ~/Desktop

Get:62 http://free.nchc.org.tw/ubuntu focal-security/universe amd64 c-n-f Metada
ta [18.5 kB]
Get:63 http://free.nchc.org.tw/ubuntu focal-security/multiverse amd64 Packages [
22.9 kB]
Get:64 http://free.nchc.org.tw/ubuntu focal-security/multiverse 1386 Packages [7
204 B]
Get:65 http://free.nchc.org.tw/ubuntu focal-security/multiverse Translation-en [
5488 B]
Get:66 http://free.nchc.org.tw/ubuntu focal-security/multiverse amd64 DEP-11 Met
adata [940 B]
Get:67 http://free.nchc.org.tw/ubuntu focal-security/multiverse DEP-11 48x48 Ico
ns [1867 B]
Get:68 http://free.nchc.org.tw/ubuntu focal-security/multiverse DEP-11 64x64 Ico
ns [2497 B]
Get:69 http://free.nchc.org.tw/ubuntu focal-security/multiverse DEP-11 64x64@2 I
cons [29 B]
Get:70 http://free.nchc.org.tw/ubuntu focal-security/multiverse amd64 c-n-f Meta
data [540 B]
Fetched 17.8 MB in 3s (5354 kB/s)
Reading package lists... Done
Building dependency tree
Reading state information... Done
643 packages can be upgraded. Run 'apt list --upgradable' to see them.

: $

REVNCAIRAMRES

sudo apt install xfced4d xfced-goodies tightvncserver

o NEZHY BRRBHER
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FHBAFRRERT v AR

M~ cdxuser@cdxuser: ~/Desktop

liburl-dispatcher1l libutempter® libxfced4panel-2.0-4 libxfced4ui-1-0
libxfce4ui-2-0 libxfced4ui-common libxfce4ui-utils libxfce4util-bin
libxfcequtil-common libxfced4util7 libxfconf-0-3 libxnvctrle libxpresentl
light-locker light-locker-settings lightdm lm-sensors mousepad pavucontrol
python3-psutil ristretto tango-icon-theme thunar thunar-archive-plugin
thunar-data thunar-media-tags-plugin thunar-volman tightvncserver tumbler
tumbler-common ubuntu-touch-sounds unity-greeter unity-gtk-module-common
unity-gtk2-module unity-gtk3-module unity-settings-daemon
unity-settings-daemon-schemas xfburn xfced4 xfced4-appfinder
xfce4-battery-plugin xfce4-clipman xfced4-clipman-plugin xfced4-cpufreq-plugin
xfced4-cpugraph-plugin xfce4-datetime-plugin xfced4-dict xfced4-diskperf-plugin
xfce4-fsguard-plugin xfced4-genmon-plugin xfce4-goodies
xfced4-mailwatch-plugin xfced4-netload-plugin xfce4-notifyd xfce4d-panel
xfced-places-plugin xfced4-power-manager xfce4-power-manager-data
xfce4-power-manager-plugins xfce4-pulseaudio-plugin xfce4-screenshooter
xfced4-sensors-plugin xfce4-session xfced4-settings xfced4-smartbookmark-plugin
xfced4-systemload-plugin xfce4-taskmanager xfce4-terminal xfced-timer-plugin
xfce4-verve-plugin xfced4-wavelan-plugin xfced4-weather-plugin
xfced4-whiskermenu-plugin xfce4-xkb-plugin xfconf xfdesktop4 xfdesktop4-data
xfwm4 xiccd

©® upgraded, 129 newly installed, © to remove and 643 not upgraded.

Need to get 40.0 MB of archives.

After this operation, 146 MB of _additional disk space will be used.

Do you want to continue? [Y/n]

R BEFATRERNT , F—EOKIKRT

< cdxuser@cdxuser: ~/Desktop

Package configuration

{ Configuring lightdm

A display manager is a program that provides graphical login
capabilities for the X Window System.

Only one display manager can manage a given X server, but multiple
display manager packages are installed. Please select which display
manager should run by default.

Multiple display managers can run simultaneously if they are configured
to manage different servers; to achieve this, configure the display
managers accordingly, edit each of their init scripts in /etc/init.d,
and disable the check for a default display manager.

o NEZHY BRRBHER
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F_ERERE

o

BT, RFRIRT

cdxuser@cdxuser: ~/Desktop

Package configuration

Configuring lightdm
Default display manager:

lightdm

<0k>

BB TSR ERETTA

[+

Setting
Setting
Setting up
Setting up
Processing
Processing
Processing
Processing
Processing
Processing

up
up

Processing
Setting up
Processing
Setting up
Processing
Processing

up
up
up
up
up

Setting
Setting
Setting
Setting
Setting

cdxuser@cdxuser: ~/Desktop

xfdesktops4 (4.14.2-1)
thunar-volman (0.9.5-1)
thunar-archive-plugin (0.4.0-2)
xfced (4.14)
triggers for
triggers for
triggers for
triggers for
triggers for

fontconfig (2.13.1-2ubuntu3)
desktop-file-utils (0.24-1ubuntu3)
mime-support (3.64ubuntul)
hicolor-icon-theme (0.17-2)
gnome-menus (3.36.0-1ubuntul)
triggers for libglib2.0-0:amd64 (2.64.3-1~ubuntu20.04.1)
triggers for libc-bin (2.31-Oubuntu9.1)
unity-gtk2-module:amd64 (0.0.0+18.04.20171202-0ubuntu2)
triggers for systemd (245.4-4ubuntu3.2)
light-locker-settings (1.5.0-0ubuntu4)
triggers for man-db (2.9.1-1)
triggers for dbus (1.12.16-2ubuntu2.1)
unity-settings-daemon (15.04.1+20.04.20200325-0ubuntul)
indicator-session (17.3.20+19.10.20190921-0ubuntul)
unity-gtk3-module:amd64 (0.0.0+18.04.20171202-0ubuntu2)
xfced4-goodies (4.14.0)
unity-greeter (1ﬁ.©4.©+2©.64.20200312—0ubuntu2)

: S

HER—TRERBIEARE , FHRRIRIRENRA AT

dpkg --list |

NLCHL

grep tightvncserver

o NEZHY BRRBHER
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cdxuser@cdxuser: ~/Desktop Q

S dpkg --list | grep tightvncserver
1.3.10-0ubuntu5s
virtual network computing server software

s i

HBR2: SEVNCEHZERVNCERER
REVNCHE

vncpasswd

| BRAREE Aroot , fEA—MBERAERELGLSRIT |

- $ vncpasswd
Using password file /home/cdxuser/.vnc/passwd
VNC directory /home/cdxuser/.vnc does not exist, creating.
Password:

Verify:
Would you like to enter a view-only password (y/n)? n

s []

Password: 8 \ E— 15

Verify: F—E#EEMA S X

Would you like to enter a view-only password (y/n)? AR @AMAEREEERT—4R
REBLEMIVNCEES , IEEE A\ n BPTT

B3 SREVNCIREE

HEVNCEUE A R4 , VNCTRRIE A R systemcti RN R , FBERMTUR—HEEEEIR
SZEET , BB E M AEIVNC IR¥S

o NEZHY BRRBHER
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FH—EIER /etc/systemd/system/vncserver@:1.service

sudo vim /etc/systemd/system/vncserver@:1.service

FOELTNE , 51857, 8. 91T <Your_User> HHMARMVNC User , PAEBIRRME Bt

Rcdxuser

1 [Unit]

2 Description=Start TightVNC server at startup
3 After=syslog.target network.target

5 [Service]

6 Type=forking

User=<Your User>

8 Group=<Your User>

9 WorkingDirectory=/home/<Your User>
10

11 ExecStartPre=/bin/sh -c '/usr/bin/vncserver -kill %$i > /dev/null 2>&1 ||

12 ExecStart=/usr/bin/vncserver -depth 24 -geometry 1280x800 %i
3 ExecStop=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || :'

15 [Install]
16 WantedBy=multi-user.target

MBI AR
{EAroot#EfRE HSystemctl

sudo systemctl daemon-reload

HWEERENVNCEEINA , EEFREMERAroot

vim ~/.vnc/xstartup

RENE

1 #!/bin/bash

3 unset SESSION_ MANAGER

4 unset DBUS SESSION BUS ADDRESS

5 export XKL7XMODMAP7DISABLE:1

6 [ -—x /etc/vnc/xstartup ] && exec /etc/vnc/xstartup
[ -r SHOME/.Xresources | && xrdb S$SHOME/.Xresources
xsetroot -solid grey

9 xfced-session &

AR REBR TS
AR SEHERR

. NETHY ERRBHER
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chmod +x ~/.vnc/xstartup

BREHEREAEHESE , ERTAREERA RIER

11 ~/.vnc/xstartup

- $ 11 ~/.vnc/xstartup
-rwxr-xr-x 1 cdxuser cdxuser 355 75 14 22:38

$

SHR4: BENRES RESUE PR AEN
BB

sudo systemctl start vncserver@:1.service

AR XE BEH R ED

sudo systemctl enable vncserver@:1l.service

BERS5: ERh K&
WMREMERfirewalldi T ASE AT 154

sudo firewall-cmd --permanent --add-service="vnc-server" --zone="public"

INREEHiptablesfT A E A THE4:

sudo iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 5901 -3
ACCEPT

B KRR E A AR B B S IR | DA ETE S AE A M{TPort 5S901AJ MNP EAR

Linux RE LA SSH IR¥%

Linux RETFARE RiEsshijE , ERARHIB ARG HOTARBENEERE , TALREsshRBEER
BB , RKEERRMlinuxEHsshBARRIKRKERTE , ATRERsshEEsshd

A7AY BRRBHER

wfur ) ExmEMBENEEL QY Cyber Defense eXercise

Center for High-performance Computing



sudo systemctl status sshd

F S sudo systemctl status ssh
ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: since Thu 2023-06-15 01:03:15 CST; 7min ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 5556 (sshd)
Tasks: 1 (limit: 4657)
Memory: 1.5M
CGroup: /system.slice/ssh.service
L5556 sshd: Jusr/sbin/sshd -D [listener] © of 10-100 startups

F

115 cdxuser systemd[1]: Starting OpenBSD Secure Shell server..

:15 cdxuser sshd[5556]: Server listening on ©0.0.0.0 port 22.

:15 cdxuser sshd[5556]: Server listening on :: port 22.

:15 cdxuser systemd[1]: Started OpenBSD Secure Shell server.

:09 cdxuser sshd[7558]: Accepted password for cdxuser from 10.0.0.163 port 43678 ssh2

:09 cdxuser sshd[7558]: pam_unix(sshd:session): session opened for user cdxuser by (uid=e0)

S

b ] ]

HIR MFTRsshiR¥EERED
WBEREFRIR Port 22

sudo netstat -tulnp|grep 22

$ sudo netstat -tulnp|grep 22
0 0.0.0.0: 0.0.0.0:* LISTEN 5556/sshd: Jusr/sbi
0 ::: . LISTEN 5556/sshd: fusr/sbi

$

WRBRRIN RIS IERERENAETTRE 7 FARRHIPort
JASRARHE IR A BB R TF BAT BRthIEER T BRI & B Bh R

sudo systemctl start sshd

sudo systemctl enable sshd

JNEF R Eh 1% B REE R BB RkPort 22
MRVBIBIEIEE ENT , (BIRBREPort 22 , FTREREEHET R ETTHPort 22 , 45#E

sudo vim /etc/ssh/sshd config
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cdxuser@cdxuser: ~/Desktop

SOpenBSD: sshd_config,v 1.103 2018/04/09 20:41:22 tj Exp S
This i1s the sshd server system-wide configuration file
sshd _config(5) for more information.

This sshd was compiled with PATH=/usr/bin:/bin:/usr/sbin:

rhe strategy used for options in the default sshd _config shipped with
OpenSSH is to specify options with their default value where
possible, but leave them commented. Uncommented options override the
default value.

Include fetc/ssh/sshd config.d/*.conf

#Port 22
#AddressFamily any
#listenAddress 0.0.0.0
#ListenAddress

#HostKey Jetc/ssh/ssh_host_rsa _key
#HostKey Jetc/ssh/ssh_host_ecdsa key
#HostKey /[etc/ssh/ssh_host_ed25519 key

# Ciphers and keying
#RekeyLimit default none

# Logging
#SyslogFacility
#LogLevel INFO

"Jetc/ssh/sshd_config" 123L, 3289C

BT , RERRFFUME , FEBEFRERY

cdxuser@cdxuser: ~/Desktop

$0penBSD: sshd_config,v 1.103 2018/04/09 20:41:22 tj Exp $
# This is the sshd server system-wide configuration file.
sshd_config(5) for more information.

This sshd was compiled with PATH=/usr/bin:/bin: fusr/sbin:/sbi

strategy used for options in the default sshd_config shipped with
SSH is to specify options with their default value where
¢ possible, but leave them commented. Uncommented options override the
default value.

Include /etc/ssh/sshd_config.d/*.conf

Hort
#AddressFa
#Listen
#ListenAddress

#HostKey /[etc/ssh/ssh_host_rsa_k
#HostKey

#HostKey

# Ciphers and keying
#RekeyLimit default none

"Jetc/ssh/sshd_config" 123L, 3289C

o NEZHY BRRBHER
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ENREREEREREAYTLIEEIPort 22

sudo systemctl restart ssh

$ sudo netstat -tulnp|grep 22
0 0.0.0.0: 0.0.0.0:* LISTEN

0 ::: 1s¥ LISTEN

$

5556/sshd: Jusr/sbi
5556/sshd: Jusr/sbi

BARAVRAR
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Windows 10
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< Linux

AR SAEEARE AR AR AE BRI AR M5 RP =T

systemctl mask sleep.target suspend.target suspend-then-hibernate.target
hibernate.target hybrid-sleep.target
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